4.0 DCAF Security

4.0 DCAF Security 1

2

4.1 Understanding DCAF Security

This chapter provides the following:

•A microcosm of a secure DCAF network. You can reproduce similar setups, according to your needs, across the network.

• The main tasks that you should perform to achieve and maintain i t .

•A closer look at how the security data i s passed around the network. � � � � � � � � � � �

� PICTURE 104 � � � � � � � � � � � Figure 121. Example of DCAF Environment with DCAF Security

Figure 121 shows a LAN with both secure and basic DCAF targets. You can access any kind of target through a secure gateway.

The controller communicates directly (using APPC or asynchronous communication) with the secure DCAF gateway. All secure targets communicate with the secure DCAF gateway using NetBIOS communication. The secure DCAF gateway and at least one security authenticator are installed on each logical LAN (including bridged LANs) and secure OS/2 target on its own LAN (that is, there is one workstation on the LAN). If the secure OS/2 target is on its own LAN, then you must install the security authenticator, LAN directory, and secure DCAF gateway on the secure target. A security administrator is necessary to create, maintain, and

4.1 Understanding DCAF Security 3

Figure 123 shows how DCAF distributes the new security information to the security authenticators on the network. � � � � � � PICTURE 106 � � � � � Figure 123. Updating the Databases of the Security Authenticator

DCAF distributes the security databases, and subsequent updates, to the security authenticators over a secure session. For this reason, the security administrator resides on a controller workstation and the security authenticator resides on a secure target.

4.1.6 Connecting to Secure Targets

Figure 124 shows how authorized controllers can connect to secure targets from any controller workstation in your network by using a user ID and a4.1 Understanding DCAF Security 9

pass phrase that are recognized by the security authenticator. � � � � � � � � � � �

� PICTURE 107 � � � � � � � � � � � Figure 124. Connecting to Secure Targets on a LAN

Authorized controllers can connect to secure targets that are on the same or a different LAN. The security administrator does not appear in the figure because it is not involved in the secure session.

To start a secure DCAF session, the controller chooses a secure DCAF gateway from the workstation directory. Next the user logs on to the DCAF product, and provides a user ID and pass phrase. The pass phrase is like a password except it can be from 4 to 80 characters long and contains embedded blanks. The pass phrase and the access to the DCAF gateway are authenticated or validated by the security authenticator. If successfully authenticated, the user chooses the secure target from the LAN Target Directory. The access for the controller to the secure target is authenticated by the security authenticator. If the access is successful, then the session will start, otherwise the attempt to start the session will fail. For a detailed description of the steps, see Distributed Console Access Facility User′s Guide.

4.1.6.1 Understanding Access Levels 10

DCAF security uses access levels to filter the controller′s access to secure targets. You create various access levels, which enable varying degrees of control over the secure targets. Then, you create access level tables that include or exclude privileges that the controller exercises over the targets. You associate an access level table with each secure target and an access level to each controller. The combination of the controller′s access level and the target′s access level table determines the access and actions that the controller can perform on the secure target.

A controller′s level of access can vary from one target to another. For example, a controller with an access level of 5 can have full access to one target and limited access to another. The access level table of the first target enables all privileges for level 5. The access level table of the other target enables only one privilege for level 5.

4.1.7 Changing the Pass Phrase

Changing the pass phrase involves two steps. In Step 1 a controller (for example, controllers A, B, or C in Figure 125) changes the pass phrase and DCAF updates the controller′s pass phrase in the security databases on the security administrator. � � � � � � � � � � �

� PICTURE 108 � � � � � � � � � � � Figure 125. Changing the Pass Phrase

In Step 2 (as shown in Figure 123 in topic 4.1.5) the security administrator sends the updates to the security authenticators affected by the change.

With the new pass phrase, the controller can connect to the secure target from any controller workstation. The user ID and pass phrase, not the controller workstation, identify the controller to the security authenticator and the secure target.

4.1 Understanding DCAF Security 11